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Chapter

SYSTEM OVERVIEW

Introduction

The Secure Data Network, or SDN, is used by anyone who wishes to send files to CDC
or receive files from CDC. While the SDN has many other capabilities, only its use in
support of file transfers is discussed in this document.

It is CDC policy that all data sent to CDC must be transmitted in a protected manner.
To accomplish this:

1. Digital certificates are issued to ensure that only authorized persons can access
the SDN.

2. All data are encrypted, thus protecting data from unauthorized eavesdropping
while in transit.

In order for the system to work, each user must first register for a digital certificate,
and then install the issued certificate on the machine used to access the SDN. This
certificate identifies the client machine to the SDN Web server. The certificate also
establishes a secure transmission between the client machine and the SDN server at
CDC. The secure transmission encrypts all data passed between the client machine
and the SDN server.

The SDN supports either a one- or two-layer encryption process, depending on the
level of security a program requires. Most programs utilize the single-layer encryption
process. With the single-layer encryption process, the SDN encrypts all transmissions
of data (including files) between a client machine and the SDN server.

Once the connection to the SDN is terminated, however, any information left on the
SDN server is no longer encrypted by the certificate. The data (transfer files) received
by the SDN can be redirected or delivered to another location and the secure
transmission encryption that protected the data in transit is no longer in effect.

Because the transfer file is no longer encrypted by the digital certificate after it is
delivered to the SDN server, a second layer of encryption may be required to serve as
additional security. This layer encrypts the transfer file at the sender's machine and is
not decrypted until a member of the DHAP Help Desk receives the file. This additional
encryption layer is not part of the single-layer SDN encryption process.

The primary purpose for the second layer of encryption is to ensure the protection of
the transfer file as it travels from the SDN server to another destination on the Local
Area Network (LAN). Files encrypted using the second-layer encryption software can
only be decrypted after delivery to the proper recipient.

If a site chooses to encrypt the transfer file as a second layer of protection, CDC can
provide a Java-based, 1024-bit cipher strength application called SEAL for this
purpose; or, the site can procure a CDC-approved, Commercial Off The Shelf (COTS)
product that has at least a 128-bit cipher strength and is Health Insurance Portability
And Accountability Act (HIPAA) compliant.
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Notes:

* See the SEAL Encryption Software v2.0 guide for details describing the
installation and use of SEAL. If a site chooses a commercial product, CDC
will work with the site to establish a method for CDC to decrypt the transfer
file.

* Any questions regarding certificate registration, installation, export, import,
or other SDN process should be directed to the SDN Help Desk at
1-800-532-9929 or by e-mail at cdcsdn@cdc.gov. Any questions regarding
Statistics and Data Management Branch (SDMB) program activities, such as
uploading or downloading data files, should be directed to the DHAP Help
Desk at 1-877-659-7725 or dhaphars@cdc.gov.

The Digital Certificate

Overview of the SDN Challenge Phrase, the Certificate
Password, and the Master Password

The process is illustrated on page 1-48.

During registration, you create a challenge phrase that functions as an SDN password.
The Digital Certificate Authority, the organization responsible for creating and issuing
certificates, requires the submission of the challenge phrase as part of your digital
certificate registration. The Digital Certificate Authority records a hash (an algorithm)
of the challenge phrase on the SDN server. The challenge phrase is then used to
authenticate your identity in any subsequent transactions involving the digital
certificate.

You have the option of creating a certificate password in Internet Explorer or a master
password in Netscape. If a certificate has a password, you must supply the password
to the browser before the browser will permit access to the certificate. The password
serves to assure the browser that the person using the certificate is the same person
who obtained and installed it.

The following information is provided to help in understanding the difference in
purpose and function between the challenge phrase and the certificate or master
password. The purpose of the challenge phrase is to authenticate a user before
allowing access to the authorized activities on the SDN, thus the challenge phrase
must be entered each time a user accesses the SDN. The challenge phrase is a set of
characters created when a user submits a certificate request to the SDN. It is
case-sensitive and is stored as a hash in the user database on the SDN server.

A hash is an algorithm that maps or translates the challenge phrase in such a way
that the digital certificate and the SDN server can accurately interpret the result of the
algorithm each time a connection is requested and the challenge phrase is correctly
entered. Any other approach or attempt to reconstitute the algorithm into the
challenge phrase will fail. Therefore, the challenge phrase is not visible to anyone at
CDC or elsewhere.

CAUTION: Because a challenge phrase cannot be accessed by anyone at CDC,
it is strongly recommended that once the challenge phrase is
established, you record and securely store the challenge phrase. If
the challenge phrase is forgotten, follow the procedures described
in “Forgotten Challenge Phrase” on page 1-46.

June 02, 2005



bnk5
Cross-Out

bnk5
Inserted Text
CDC sends a reminder (approximately three weeks before a certificate's expiration date) to request a new certificate. The reminder is sent to the listed e-mail address.


Using the Secure Data Network to Access SDMB Program Activities

The purpose of the certificate or master password is to protect a certificate installed in
a browser from unauthorized use. Establishing and then correctly entering a
certificate or master password indicates to the browser that you are the person
authorized to access the certificate.

If the digital certificate does not have a password, anyone capable of logging in on the
computer (or accessing it if the computer does not require a logon) can be presented
as the holder of the digital certificate and can either export or delete the certificate.
This same individual, however, cannot access the SDN server because of the challenge
phrase.

In Internet Explorer, a certificate password can only be created when importing the
digital certificate. The master password for Netscape can be created at any time.
Because the creation and use of these passwords is a transaction between you and
the browser, neither the SDN nor anyone at CDC can see whether or not you created
a certificate or master password.

Depending on the operating system in use, two users can be given a unique logon for
the same computer. They would not have access to the same browser settings and
would not see the other user’s certificate. In this case, password protecting the
certificate may not be necessary. When multiple users access one computer using the
same logon or when the computer does not utilize a logon process, CDC recommends,
but does not mandate, the use of a certificate password.

Note: For instructions regarding the creation of a certificate password, refer to
“Creating a Certificate Password in Internet Explorer” on page 1-26. For
instructions regarding the creation of a master password, refer to “"Creating a
Master Password in Netscape” on page 1-30.

The SDN Server

The SDN server is a special Web server protected by two firewalls and requiring a
Secure Sockets Layer (SSL) connection. To access the SDN server via the Internet,
enter https://sdn.cdc.gov in the Address box of a supported browser and press
Enter. The “s” after “http” indicates the use of SSL to secure, encrypt, and transport
data.

This server manages traffic between computers both inside and outside of the CDC
Local Area Network (LAN), and is configured so that only Web browsers containing
CDC-authorized digital certificates may connect to it. Attempted connections from
other browsers are refused.

After accessing the SDN server via the Internet, the browser may prompt you to
specify which digital certificate to use. You may have more than one digital certificate
installed in a browser, because other federal and non-federal systems also require the
use of unique, digital certificates. In some cases, multiple certificates for the SDN may
exist on a machine that either utilizes a common logon or none at all. Depending on
the configuration of the browser, this prompt to specify a certificate may be displayed
even if the browser only has one digital certificate installed.

Note: Browsers can be configured to skip this prompt and use the CDC digital
certificate by default if it is the only certificate installed in the browser. See
“Configuring a Browser for Automatic Certificate Selection” on page 1-31 for
details.
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If you established a password for the digital certificate when the certificate was
imported, you are prompted for this password whenever you attempt to access the
SDN Web site. This step informs the browser that the person using the digital
certificate is the person who obtained and installed it and, therefore, is the person
authorized to access the SDN Web page.

Once the SDN server receives a valid SDN digital certificate from the browser, the
SDN server establishes a Secure Sockets Layer (SSL) connection with the browser.
This means the Internet connection between the SDN server and the browser is
encrypted and the exchange of data is secure.

The SDN server contains a CDC-issued digital certificate, the purpose of which is to
assure clients that they are communicating with the CDC SDN server. At connection
time, the server relays its digital certificate information to the browser, which may,
depending on its configuration, display it to the user.

The SDN server determines the identity of the user from the digital certificate. The
identity of the user determines the customized menu of program activities that the
browser displays.

Registering for a Digital Certificate

Digital certificates are issued to specific users for use on the workstation from which
they will access the SDN Web site. Every individual who will access the SDN Web site
must register for an SDN digital certificate.

To register for a digital certificate, complete the following steps:

1. Open either Internet Explorer or Netscape, enter https://ca.cdc.gov in the
Address field, and then press Enter.

The browser displays the Digital ID Enrollment page:

Search  |Health Topics A-Z

Centers for Disease Control and Prevention - Digital ID Enrollment

SAFER + HEALTHIER + PEGPLE"

SDN Support

WARMING

800-332-9929 This is a U5, Governrment cornputer systern, which may be accessed and used only for official governrment business
770-234-6585 by authorized personnel. Unauthorized accass or use may subject ulolators to criminal, cvil, andfor adrinistrative
cdesdn@ede.gay. action. There i no right to privacy on this systern. Al information an this corputer systern may be monitared,
Intereapted, racordad, read, capiad, and sharad by authorized parsonnel for officlal purposes including eriminal
inuestigations. Access or use of this systern, whatfier suthorized of unautherized, constitutes conzent £o thess terms.
(Titls 12, U.5.C.)

Enter Enrollment Password

Please enter the password for CDC's Digital ID Services
and click Accept.

Password: |

_Accept

2. Enter the site password.

Note: Contact the SDN Help Desk at 1-800-532-9929 or by e-mail at
cdcsdn@cdc.gov to obtain the site password.

3. Click Accept.
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The browser displays the System Requirements and Digital ID Subscriber
Agreement page.

4. Review the information concerning digital certificate registration and click Enroll
at the bottom of the form.

The browser displays the Step 1: Enter Personal Information page:

Centers for Disease Control and Prevention - Digital ID Enrollment

To begin enrollment for a CDC Digital ID, complete this enrollment form and click Next.

Please Mote:

+ [nternet Explorer S or greater or Netscape Communicator 6.x, or greater is required
to use the CDC Secure Data Metwaork, If your browser doesn't meet this requirement,
please upgrade your browser before applying.

* Be sure your email address is correctly entered. Without a valid email address yvou will
be unahle to install your digital certificate,

Step 1: Enter Personal Information

Itermns with (*) are required.

Prefix | Preferred Name |
* First Name | Middle Name |
* Last Name | Degree I
* Email Address | CDC User ID |
(where applicable)
Program or
*
Employer I Division I
* Employer Type |Academic,n’Research Organization Ll
* Job Type | Biomedical Research ;l
* phone | Fax |
Work Address * U.S. State |p|ck a State il
(130 characters (required for US)
mnaxirnum)
U.S. County IF‘ick a County "I
* City | * Zip Code |
* Country |United States =l
* Alternate Contact :
* Name | * Phone |

Next |

Questions? Go to the Online Help or Contact SDN Support

5. Complete the fields on the Step 1: Enter Personal Information page.
Note: Fields marked with a red asterisk are required.
6. Click Next.
The browser displays a confirmation message containing your e-mail address.

Note: It is imperative that the correct e-mail address is entered. The system
notifies you via e-mail that registration was successful and, after the
certificate is issued, sends you an e-mail with a link to download the
certificate.
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8.

Verify the accuracy of the e-mail address displayed in the message and do one of

the following:

Click OK if the e-mail address is correct.

Click Cancel if the e-mail address is incorrect. Correct the e-mail address on
the Enter Personal Information page and repeat steps 6 and 7.

After you confirm the e-mail address is correct, the browser closes the
confirmation message and displays the Step 2: Select a Program page:

Centers for Disease Control and Prevention - Digital ID Enroliment

Step 2: Select A Program

Select the program whose activities you want to join.

Adolescent Impact

ARTAS

ATSDR

BioSense

Brothers v Hermanos

CDC Communications Project

Step 3: Select Activities

Select one or more activities from the list.

Next |

Questions? Go to the Online Help or Contact SDN Support

In the Step 2: Select A Program list, select SDMB.

Note: You can only request one program during registration. If, after requesting
and installing the certificate, additional programs are required, follow the
procedures in “Requesting Additional Programs and Activities” on
page 1-40.
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The browser displays a list of associated SDMB activities in the Step 3: Select
Activities list:

Step 3: Select Activities

Select one or more SDMB activities from the list.

Download AHP
Download eHARS
Download EPS
Download HARS
Download Incidence
Download MMP ;l

LI

Next

Note: Pop-up blockers can interfere with the display of the Select Activities
list. If this list is not displayed, disable all pop-up blocking software and
then select SDMB from the Step 2: Select A Program list.

9. From the Step 3: Select Activities list, select the necessary activities.

Note: To select more than one activity, press and hold the CTRL key while
clicking each activity.

10. Click Next.
The browser displays the Step 4: Choose a Challenge Phrase page:

Centers for Disease Control and Prevention - Digital ID Enrollment

Step 4: Choose a Challenge Phrase

The challenge phrase is a password or phrase that you will need to provide every time you
access the COC Secure Data Metwork, and is also reguired to revoke your Digital 1D,

For security reasons, a challenge phrase must:

+ Be at least 8 characters long.
+ Contain only English letters, numbers or any of these characters:

- 4+ !

* Contain at least one non-alphabetic character,
+ Mot contain your name or any part of your email address,
+ Mot be a word, unless the word is either
+ Broken up by one or more non-alphabetic characters
+ Prefixed or suffiked by three or more non-alphabetic characters
+ Mot contain more than two consecutive repeating characters,
* Contain at least 4 unique characters,

Challenge phrases are case sensitive, so be sure to remember if any letters are capitalized,
While not required, a challenge phrase containing mixed case letters is more secure, and we
invite you to consider using one.

More Information and Examples.

cChallenge Phrase ||

confirm |

Next |
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The SDN server requires the challenge phrase be correctly entered every time a
user attempts to access the https://sdn.cdc.gov Web site. It is also required
when an applicant installs a digital certificate and when the user renews the
certificate.

Note: For specific criteria that must be followed when creating a challenge
phrase, refer to “Creating a Challenge Phrase” on page 1-8.

11. Enter a challenge phrase and then click Next.

The browser displays a message indicating the request for the certificate has
been submitted:

Digital Certificate Request Received

Your request for a digital certificate has been received,

You will receive an e-mail when your request is approved,
which includes instructions for installing your digital
certificate.

Please note that processing time may vary, depending upon
the nature of the enrollment request. If vou do not receive
an e-mail notification within 72 hours, you may inguire
about the status of your request by contacting the program
administrator,

An automatic e-mail message is generated and sent to the address entered on
the Step 1: Enter Personal Information page. This is not an e-mail indicating
you have been approved for the certificate. If this verification e-mail message is
not received within a couple of hours, contact the SDN Help Desk by phone at
1-800-539-9929 or by e-mail at cdcsdn@cdc.gov.

Creating a Challenge Phrase

The challenge phrase entered must meet all of the following conditions:
Is at least eight characters long.

Contains only English letters, numbers, spaces, or any of the following special
characters:

- (hyphen) + (plus) : (colon) ' (apostrophe) . (period)
Contains at least one non-alphabetic character.

Does not contain your name or any part of your e-mail address. Is not a word,
unless the word is either:

Interrupted by one or more non-alphabetic characters, or

Prefixed or suffixed by three or more non-alphabetic characters.
Does not contain more than two consecutive repeating characters.
Contains at least four unique characters.

Note: A challenge phrase is case sensitive.
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Words are not secure challenge phrases because they will not stand up to
password-cracking programs that use large dictionaries of words to try to guess
passwords. You can begin creating a challenge phrase with a word, such as “produce”,
and make it acceptable for security purposes by adding a non-alphabetic character in
the middle or by adding three characters as a prefix, suffix, or combination thereof.
For example:

pro+duce
produce-98
8.produceb

You can also use multiple words or a phrase separated by a non-alphabetic character.
For example:

cart'pony
eat more:greens

Because a name and e-mail address could be known to someone trying to guess a
challenge phrase, they receive special treatment. If a name or e-mail address is found
delimited by non-alphabetic characters anywhere in the challenge phrase, the
challenge phrase will be rejected. For example, the challenge phrase “bill is great”
submitted by Bill S. Great would be rejected. The challenge phrase “billis only so-so”
would be accepted because the name “bill” is not explicitly delimited by
non-alphabetic characters.

The same process applies to other parts of your name, as well as the construct of your
e-mail address up to the @ symbol. Your entire e-mail address is also prohibited from
appearing anywhere in the challenge phrase.

All of the rules governing the creation of a challenge phrase are designed to make it
harder for a password-cracking program, or a person, to guess SDN challenge
phrases. To help achieve that goal, the process that validates challenge phrases uses
the same word dictionary that is used by many of the cracking programs.

The validation process strips up to two non-alphabetic prefixes and/or suffixes, and
does a word lookup on what is left. If you want to use a word that is found in the
dictionary, break it up with a non-alphabetic character or add more than two
non-alphabetic characters as prefixes or suffixes.

Another aspect of the word lookup involves case. If the word being looked up contains
at least two uppercase and two lowercase letters, a case sensitive word lookup is
performed, otherwise the lookup is case insensitive. If the word being tested (after
prefixes and suffixes are stripped) is “Procedure”, that word will fail a case insensitive
lookup because “procedure” is in the dictionary. If “ProcEdure” is the word being
tested, it will be accepted because a case sensitive lookup will not find “ProcEdure” in
the dictionary.
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About Downloading and Installing the
Digital Certificate

After you submit a digital certificate registration, it is sent to the Program Digital
Certificate Administrator (PDCA) for review. The PDCA may contact you to verify
information submitted on the form. Once the PDCA approves the request for a
certificate, the SDN Digital Certificate Administrator must approve or deny the
request. If approved, CDC SDN Support automatically sends an e-mail to the address
you entered and verified. This e-mail indicates the administrator has approved your
SDN enrollment request, the digital certificate has been issued, and it is ready to be
retrieved. The e-mail includes a hyperlink used to download and install the digital
certificate.

Before Downloading the Digital Certificate

In order to download and install a certificate on a computer that limits access by
utilizing user IDs and passwords, you must be logged on as an administrator or a
member of the Administrators group. The rights to install components are normally
assigned to the operating system administrator only and not to a power user,
standard user, or guest account. If any doubt exists as to whether or not you have
component installation rights, contact the local network administrator for assistance.

CAUTION: Itis imperative that you verify your logon rights before clicking the
hyperlink sent in the e-mail from CDC. This hyperlink can only be
used once. If you click the hyperlink without the proper rights, the
installation will fail and the hyperlink will be deactivated.

If you do not have the rights to install components on the computer, but attempt to
download and install the certificate anyway, the process may be completed without
successfully installing the certificate. To verify the installation of the certificate, refer
to “Verifying Certificates Stored in Internet Explorer” on page 1-19 or “Verifying
Certificates Stored in Netscape” on page 1-30. If the certificate cannot be verified,
you must register for a new certificate.

Before clicking the hyperlink in the message from CDC SDN Support, ensure the
following:

You are logged on as an administrator or a member of the Administrators group.

Pop-up blockers are turned off. Instructions for disabling pop-up blockers in
Internet Explorer and Netscape are listed in “"Additional Settings for Internet
Explorer” on page 1-13, “Additional Information for Windows XP (SP2)” on
page 1-15, and “Additional Settings for Netscape” on page 1-17.

Script and ActiveX blocking must be turned off. This blocking can be done by both
Internet Explorer and antivirus programs. For more information, see “"Changing
Security Settings in Internet Explorer” on page 1-13.

Cookies should be allowed. Instructions are listed in “Allowing Cookies in Internet
Explorer” on page 1-13 and “Allowing Cookies in Netscape” on page 1-17.

Firewalls on the computer should be turned off. Network firewalls must be set to
allow Java scripts. For more information, see “Turn Off Windows XP SP2 Firewall”
on page 1-16.
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Notes:

» If your preferred browser is Internet Explorer and your computer uses the
Windows XP (Service Pack 2) operating system, review “Additional
Information for Windows XP (SP2)” on page 1-15 before downloading and
installing the certificate.

* If your preferred browser is Netscape, review “Additional Settings for
Netscape” on page 1-17 before downloading the certificate.

* If downloading to your machine is not possible due to system settings,
download the certificate to a computer that is set up to allow digital
certificate downloads, and then export the digital certificate to disk or CD.
Insert the disk or CD into a drive on your computer and import the digital
certificate into the browser. For information about exporting a certificate, see
“Exporting a Digital Certificate” on page 1-23. For information about
importing a certificate, see “Importing in Internet Explorer” on page 1-24 or
“Importing in Netscape” on page 1-28.

* After downloading and installing the certificate, restore settings to their
previous configurations.

* Should you encounter problems when installing a digital certificate, contact
the SDN Help Desk for assistance at 1-800-532-9929, or by e-mail at
cdcsdn@cdc.gov.

Before Installing a Digital Certificate

Workstation Configuration

Ensure that the installation workstation meets the following requirements:

X

Intel-based system with a 486 CPU or greater
Windows 98, Windows NT 4.0 or greater

X

Internet connectivity
Internet Explorer 6.x or greater, or Netscape 6.0 or greater
Browser cipher strength - 128 bit or greater
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Browser Considerations and Other Notes

Ensure that the preferred browser, either Internet Explorer or Netscape, is updated
with all the latest service packs and security patches (and then rebooted) before
attempting to download the certificate. If you do not have rights to upgrade the
browser or are not confident regarding the upgrading process, please contact local IT
support for assistance.

Notes:

* Do not attempt to install the certificate in a proprietary browser provided by
an Internet Service Provider (ISP), such as AOL or MSN.

* There may be other applications or software installed and running that could
impact the installation. All other applications or software should be closed or
disabled.

* The SDN requires that the browser’s encryption (cipher) strength be at least
128 bits. To check the encryption strength of the browser, open the browser,
click the Help menu and select About Internet Explorer or About
Netscape (depending upon the browser opened). If the dialog box that
opens does not specify 128 bits, the browser cannot be used to install the
digital certificate:

<} About Internet Explorer x|

MhiﬂsEﬁ‘* I E I

Version: 6.0,2300,1106&

P Cipher Strength: 125-bit
Product ID:S57536-259-25194 1 6-04303
Update Versions:; SP1; Q328970; Q324929; Q510847;
QJ813951; QB18529; Q330994; QE22925; QE837009;
832894, QB24145; QB2E8750; QE31167; QB23353;
QEa7301; Q8339589;

Based on MCSA Mosaic, MCS48 Mosaic{TH); was
developed at the Mational Center For Supercomputing
Applications ak the University of Ilinois at Urbana-
_harnpaign.

E En

A Copwright £1995-2001 Microsoft Corp,
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Additional Settings for Internet Explorer

This section contains additional instructions for changing Internet Explorer settings
that may interfere in downloading the SDN digital certificate. Complete the steps in
this section after receiving the digital certificate approval e-mail, but before clicking
the link in the e-mail and beginning the download of the certificate. After following the
steps in this section to allow cookies and disable pop-up blockers and after completing
the download and installation of the digital certificate, reverse the steps to return to
the previous settings.

Note: These steps only apply to downloading a certificate from the Internet. CDC
recommends that you work with your IT team to coordinate Internet Explorer
settings when installing an exported certificate.

Allowing Cookies in Internet Explorer

To allow cookies in Internet Explorer, do the following:
1. Click Start and select Control Panel.

2. In Control Panel, double-click Internet Options.

3. Inthe Internet Properties dialog box, click the Privacy tab and move the slider
to the lowest setting (Accept All Cookies).

4. Click OK.

Changing Security Settings in Internet Explorer

To change the Internet security settings and enable ActiveX controls in Internet
Explorer, do the following:

1. Click Start and select Control Panel.
In Control Panel, double-click Internet Options.
Click the Security tab.

Click the Internet icon, and then click the Custom Level button.

ui d W N

In the Security Settings dialog box, click Enable below the Automatic
prompting for ActiveX control option in the Settings box.

6. Select Low from the Reset to list and click Reset.
Internet Explorer displays a warning message.

7. Click Yes in the message.

8. Click OK to close the Security Settings dialog box.

9. C(lick OK to close the Internet Options dialog box.

Disabling Google Popup Blocker

If the Google toolbar is installed, its popup blocker must be disabled before
downloading the certificate. To disable the Google Popup Blocker for Internet Explorer,
do the following:

1. On the Google toolbar, click Options.

Note: If Options is not visible on the toolbar, click the Google logo button and
select Options.
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2,

3.

In the Toolbar Options dialog box, clear the Popup Blocker check box:

Toolbar Options

Brawsing |Search I Mare I

x|

—Mavigation

r Qr, Address Bar
Browse by Mame

—>|_ @' Popup Elocker

Popup Blocker Settings.. .

Type names instead of URLs
in the browser address bar
MOFE. .,

Block websites From
OpEning pop-up windows
MOre. . .

[~ PageRank PageRank display

Show PageRank measure
for the current page
More, ..

—Produckivity

[ "'frc SpellCheck
spellCheck Settings. ..

Check spelling of text
wou bype inko web forms
More, ..

I '-gl WardTranslator

Translator Sethngs, ..

* L] autoFil
AukoFill Settings. ..

W S Autolink
AutoLink Settings. ..

Point ywour mouse at English
waords ko translate them
More.. .

Fill web Forms (name,
address, etc) with a single click
More, ..

Automatically link street
addresses ko maps (and more)
More, ..

Restore Defaults, . |

[ ]

Cancel |

Apply

Help |

Click OK.

Disabling Yahoo Pop-Up Blocker

If the Yahoo toolbar is installed, its pop-up blocker must be disabled before
downloading the certificate. To disable the Yahoo Pop-Up Blocker for Internet Explorer,
do the following:

1.

On the Yahoo toolbar, click the Pop-Up Blocker button.
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The browser displays the Pop-Up Blocker menu:

e @4+ | CImal + @My vahoo! ~

v Enable Pop-Up Elocker
v Play Sound When Pop-Up Is Blocked

Check mark indicates Pop-Up Blocker is enabled

YWiew Recently Blocked Pop-Lps r
Blways llow Pop-Ups From, ..
Total Pop-Ups Blocked: O

Wk am I skill getking pop-ups?
Pop-Up Blocker Test
More Help...

Tell a Friend about Pop-Up Blocker

2. Select Enable Pop-Up Blocker.

The browser closes the Pop-Up Blocker menu and disables the feature.

Additional Information for Windows XP (SP2)

This section contains additional instructions for Internet Explorer running under the
Windows XP (Service Pack 2) operating system. Completing these instructions
prevents interference with the download of the SDN digital certificate when pop-up
blocker, firewall, or antivirus software are present.

Complete the steps in this section after receiving the digital certificate approval
e-mail, but before clicking the link in the e-mail and beginning the download of the
certificate. After you disable pop-up blocker, firewall, and antivirus software,
download and install the digital certificate. After the certificate is installed, enable
pop-up blocker, firewall, and antivirus software.

Note: These steps only apply to downloading the certificate using Internet Explorer
on a Windows XP (SP2) machine. CDC recommends that you work with your IT
team to coordinate Windows XP (SP2) settings when installing an exported
certificate.

Before downloading the certificate, ensure the following:

The XP Service Pack 2 pop-up blocker is turned off. For more information, see
“Turn Off Windows XP SP2 Pop-up Blocker” on page 1-15.

Firewalls on the computer are turned off, including the one built into Windows XP.
For more information, see “Turn Off Windows XP SP2 Firewall” on page 1-16.

Antivirus alerts are disabled in the Windows Security Center. For more
information, see “Disable Windows Security Center Antivirus Alerts” on page 1-16.

Turn Off Windows XP SP2 Pop-up Blocker

Service Pack 2 for Windows XP turns on Pop-up Blocker in Internet Explorer and sets
it to Medium by default. This setting blocks most automatic pop-ups and can
interfere with the downloading of the SDN digital certificate.

To disable Pop-up Blocker, do the following:

1. Open Internet Explorer.
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Click the Tools menu, point to Pop-up Blocker, and select Turn Off Pop-up
Blocker:

Mail and Mews k
Manage Add-ons...
Synchronize, .,
Windows Update

Windaws Messenger
Yahoo! Messenger
Yahoo! Login

Feset Web Settings...
Internet Options...

Turn Off Windows XP SP2 Firewall

Service Pack 2 for Windows XP turns on Firewall in the Security Center by default;
however, some computer manufacturers and network administrators may disable
Firewall. To turn off Windows XP SP2 Firewall, do the following:

1.
2.
3.
4.

Click Start and select Control Panel.

In Control Panel, double-click Security Center.

Click Firewall.

On the General tab of the Firewall dialog box, select Off.

Disable Windows Security Center Antivirus Alerts

Note: If your computer is part of a network, your security settings are typically

managed by a network administrator. If so, the Security Center does not
display your security status or send alerts and you can skip these steps.

To disable Windows Security Center antivirus alerts, do the following:

1.
2.
3.

Click Start and select Control Panel.
In Control Panel, double-click Security Center.
Under Virus Protection in the Security Center, click Recommendations.

The Recommendations button is not available if the Virus Protection setting
is marked ON.

In the Recommendations dialog box, select the I have antivirus software
that I'll monitor myself check box, and then click OK.

When you use this procedure, the Security Center displays your Virus Protection
setting as Unknown, and does not send you alerts.

1-16
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Additional Settings for Netscape

This section contains additional instructions for changing Netscape settings that may
interfere in downloading the SDN digital certificate. Complete the steps in this section
after receiving the digital certificate approval e-mail, but before clicking the link in the
e-mail and beginning the download of the certificate. After following the steps to allow
cookies and disable pop-up blockers and after completing the download of the digital
certificate, reverse the steps to return to the previous settings.

Note: These steps only apply to downloading a certificate from the Internet. CDC
recommends that you work with your IT team to coordinate Netscape settings
when importing an exported certificate.

Allowing Cookies in Netscape
To allow cookies in Netscape, do the following:
1. Open Netscape, click the Edit menu and select Preferences.

2. In the Preferences dialog box, expand the Privacy & Security category, and
click Cookies.

3. Select Enable all Cookies.
4. Click OK.

Managing Popup Windows in Netscape
To allow popup windows in Netscape, do the following:
1. Open Netscape, click the Edit menu and select Preferences.

2. In the Preferences dialog box, expand the Privacy & Security category, and
click Popup Windows.

3. Clear the Block unrequested popup windows check box.
4. Click OK.

Downloading and Installing the Digital
Certificate

Note: If your browser is Internet Explorer and your computer uses the Windows XP
operating system, review the information in “"Additional Information for
Windows XP (SP2)” on page 1-15 before completing any of the steps in this
section.

Downloading and Installing a Digital Certificate in
Internet Explorer

To download and install a digital certificate in Internet Explorer, do the following:
1. After receiving the verification e-mail, do one of the following:

If Internet Explorer is the default browser, click the hyperlink in the e-mail.

Open Internet Explorer. Copy the complete hyperlink in the message, paste
the hyperlink in the Address field of the Internet Explorer window, and press
Enter.
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4.

Note: For either option, ensure that the hyperlink is unbroken and is not
wrapping to a second line in the e-mail message.

Enter the challenge phrase and then click Submit.

Note: The challenge phrase is case sensitive. If you cannot remember the

challenge phrase, you cannot download the certificate and you must
register for a new certificate.

After the successful entry of the challenge phrase, Internet Explorer displays the
personal information that was entered by the registrant on the Step 1: Enter
Personal Information page.

Click Confirm.

Note: If some information is incorrect, do not update the entries at this time. If
you do, the installation will stop and you will have to register for a new
certificate. Correct the information after installing the certificate. For
more information, see “Updating Personal Information” on page 1-44.

Internet Explorer displays a warning regarding installation requirements:

Centers for Disease Control and Prevention - Digital ID Enrollment

Download Digital ID

] ARNING =+

Please note the following requirements must be met to install a certificate on your machine,
If you cannot meet any of these requirements, you should not proceed with the certificate
installation.

1. The current user must have local administrative privileges on this machine,

2. TheVerisign Import Control must be installed (please click ¥es button when prompted
to install the import control during download),

3. Pop-up and script blocker software may interfere with your akility to install a digital
certificate, If pop-up and script blocker software has been installed on vour machine
(e.g., via Windows XP Service Pack 2 and third-party antivirus software), you must
disable them or allow them for the "CDC.GOW" domain while installing your digital
certificate, If you are unsure of whether or not pop-up and script blocker software is
active on your machine, or you have any guestions about their use, please contact
your local IT support,

The certificate installation may take several seconds to complete, You must not dick your
browser's StopfReload fBack button during the installation process

Download

CAUTION: The VeriSign Import Control is required for installation. If the control
is not found on the computer, Internet Explorer displays a prompt to
install the control. You must accept the control installation or the
certificate installation will fail.

Click Download.

1-18

June 02, 2005




Using the Secure Data Network to Access SDMB Program Activities

After the certificate is successfully installed, Internet Explorer displays a
verification page:

Congratulations!

Your Digital ID has been successfully generated and installed.
Your Digital 1D Information.

Serial Murmber = 78572 1efed3c8eofbfObf?7dad2040f8

Verifying Certificates Stored in Internet Explorer

To verify the certificates stored in Internet Explorer, do the following:

1.

2
3.
4

Open Internet Explorer, click the Tools menu, and select Internet Options.
In the Internet Options dialog box, click the Content tab.
On the Content tab, click the Certificates button.

Click the Personal tab.

Internet Explorer displays a list of stored certificates. If the SDN certificate is not
displayed, the certificate failed to install. You must register for a new certificate.

Downloading a Digital Certificate in Netscape

Netscape does not permit the automatic installation of a digital certificate. The
certificate must be downloaded to the desktop and then imported into Netscape.

To download a digital certificate in Netscape, do the following:

1.

After receiving the verification e-mail, do one of the following:

If Netscape is the default browser, click the hyperlink in the e-mail.

Open Netscape. Copy the complete hyperlink in the message, paste the
hyperlink in the Address field of the Netscape window and press Enter.

Note: For either option, ensure that the hyperlink is unbroken and is not
wrapping to a second line in the e-mail message.
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Netscape displays the Secure Data Network - Login page:

Centers for Disease Control and Prevention - Digital ID Enrollment

Enter Your Challenge Phrase

Enter your challenge phrase and click Login.

PLEASE WOTE: To protect the security of your enrollment request,
you must enter the same challenge phrase created during your most
recent enrollment process. If your challenge phrase has heen lost, a
new enrollment request must be submitted, as it cannot be reset or
retrieved by SDMN Support.

Challenge Phrase: |

Login |

Questions? Go to the Online Help or Contact SDN Support

Enter the challenge phrase and then click Login.

Note: The challenge phrase is case sensitive. If you cannot remember the
challenge phrase, you cannot download the certificate and you must
register for a new certificate.

After the successful entry of the challenge phrase, Netscape displays a Confirm
Person Information form. This is the same personal information that was entered
on the Step 1: Enter Personal Information page during enroliment.

Click Confirm.

Note: If some information is incorrect, do not update the entries at this time. If
you do, the download will stop and you will have to register for a new
certificate. Correct the information after importing the certificate. For
more information, see “Updating Personal Information” on page 1-44.

1-20
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Netscape displays the Download Digital ID page and warnings regarding how to
proceed:

Centers for Disease Control and Prevention - Digital ID Enroliment

Download Digital ID

] ARDIN G+

Flease note the following reguirements must be met to install a certificate on your machine.

If vou cannot meet any of these requirements, you should not proceed with the certificate
installation.

1. The current user must have local administrative privileges on this machine.

2, The Werisign Import Control must be installed (please dick Yes button when prompted
to install the import contral during download),

3. Pop-up and script blocker software may interfere with your ahility to install a digital
cettficate. If pop-up and script blocker software has been installed on your maching
(e.qd., via Windows %P Service Pack 2 and third-party antivirus software), you must
disable them or allow them for the "COC.GOW" domain while installing your digital
cettficate, If you are unsure of whether ar not pop-up and script blocker software is

active on your machineg, or you have any guestions about their use, please contact
your local IT support,

The certificate installation may take several seconds to complete, You must not click your
browser's StopfReload fBack button during the installation process

Download

CAUTION: The VeriSign Import Control is required. If the control is not found on
the computer, Netscape displays a prompt to install the control. You
must accept the control installation or the download will fail.

4. Click Download.

Netscape displays a message regarding the certificate download:

() SDN System Message - Netscape -0 x|

Please wait. Your Certificate is being
downloaded...

Close |
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When finished downloading the certificate, Netscape displays the Digital ID
Installation Complete page:

Your Digital ID has been created and is ready to be installed.

Next step...

Install the Encryption Digital ID

sLocated in this directory:
__,-"p_'LZ\

+In the file named:
Toe_User_11163437991400, pl2

Download P12 File

*The password is:
QFEERMEHYTRE?JSES

WARMING

The digital certificate cannot be loaded automatically into Netscape, and reguires that you download the
certificate file and install it into your browser, The password provided above will allow vou to perform the
certificate installation, and should be provided when prompted. If you lose this password, you must
comtact COC SDM Support,

This page displays the location of the certificate on the server, the name of the
file, a Download File button, and the password for importing the certificate
after downloading it. The password is used to protect the private key embedded
within the certificate file.

5. Print the page in order to have a hard copy of the password, or copy the password
to a Notepad file or another document.
Note: If this password is lost, the certificate cannot be imported.

6. Click Download File.
Netscape displays an Opening dialog box with options regarding how to handle
the file.

7. Select Save it to disk and click OK.
Netscape displays the Enter name of file to save to dialog box.

8. Select Desktop from the Save in list and click Save.
Netscape saves the file to the desktop.

9. Import the certificate by following the Netscape instructions listed in “Importing in
Netscape” on page 1-28.
Note: To verify the certificate was successfully imported, follow the instructions

listed in “Verifying Certificates Stored in Netscape” on page 1-30.
1-22 June 02, 2005




Using the Secure Data Network to Access SDMB Program Activities

Additional Browser Functions

Exporting a Digital Certificate

Once the certificate has been successfully installed, CDC strongly recommends that
the owner of the certificate export a copy of the certificate. Exporting a copy of the
certificate serves as a backup in case of the accidental deletion or corruption of the
certificate. Having a copy of the certificate also allows you to load the certificate on
other machines you may be using.

Note: Export the certificate to an external storage device such as a diskette or
CD-ROM and lock the disk in a secure location.

During the export, the private key embedded in the certificate must be exported with
the certificate. A function within the browser requires that the private key be
password protected when exported. This password is required when importing the
certificate. If you are not prompted to create a password to protect the key during the
export process, the certificate is not being exported with the private key and therefore
cannot be used to access the SDN.

The steps for exporting a certificate from Internet Explorer differ from the steps used
in Netscape. Follow the appropriate procedures listed in “"Exporting from Internet
Explorer” on page 1-23, or “Exporting from Netscape” on page 1-24.

Exporting from Internet Explorer

To export a digital certificate from Internet Explorer, do the following:

1. Insert an external storage device in the appropriate drive.

2. Open Internet Explorer, click the Tools menu, and select Internet Options.
Internet Explorer displays the Internet Options dialog box.

3. Click the Content tab and click the Certificates button.

4. Select the certificate to be exported, and click the Export button.
Internet Explorer displays the Certificate Export Wizard.
5. Click Next.
6. If the certificate is password protected, you are prompted to enter the password.
7. Click Next.
8. When prompted to export the private key with the certificate, select Yes, and then
click Next.

Note: The certificate can only be exported with a *.pfx file name extension.

9. Ensure that Enable strong protection and Include all certificates in the
certification path are selected and click Next.

10. Enter and confirm a password to protect the key and click Next.

Note: This password is required when importing the certificate. Store this
password in a secure location.
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11. Do one of the following:

Enter a path for the external storage device and a file name for the export file.

Click Browse, navigate to the location where you want to export the
certificate, and enter the file name.

12. Click Next.
13. When a summary of the information entered is displayed, do one of the following:

Click Back to make any changes.
If the information is correct, click Finish.

14. When Internet Explorer displays the ‘Export was successful’ message, click OK to
close the message.

Exporting from Netscape

To export a digital certificate from Netscape, complete the following steps:

Insert an external storage device in the appropriate drive.

Open Netscape, click the Edit menu, and select Preferences.

Expand the Privacy & Security category and click Certificates.

In the Certificates panel, click Manage Certificates.

Select the certificate to be exported and click Backup.

Select the path for the external device and enter a name for the file (certificate).
Click Save.

If a master password was created for the browser, enter the master password in
the dialog box and click OK.

In the Choose a Certificate Backup Password dialog box, enter a password for
the exported file.

® N U hWwWNH

©

Note: This password is required when importing the certificate. Store this
password in a secure location.

10. Click OK to export the file.

11. When Netscape displays the ‘Export was successful’ message, click OK to close
the message.

Importing a Digital Certificate

A certificate may need to be imported for many reasons, such as the certificate needs
to be loaded on another workstation or the original certificate became corrupt. The
steps for importing a certificate in Internet Explorer differ from the steps used in
Netscape. Follow the appropriate procedures listed in “Importing in Internet Explorer”
on page 1-24, or “Importing in Netscape” on page 1-28.

Importing in Internet Explorer

To import a digital certificate in Internet Explorer, do the following:

1. Insert the external storage device that contains the password-protected
certificate.
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2. Open Internet Explorer, click the Tools menu and select Internet Options.
Internet Explorer displays the Internet Options dialog box.

3. Select the Content tab and click the Certificates button.

4. Click the Import button.
Internet Explorer displays the Certificate Import Wizard.

5. Click Next.
The Certificate Import Wizard displays the File to Import screen.

6. Click Browse, navigate to the location of the digital certificate in the Open dialog
box, and double-click the file name of the certificate.

Note: Alternatively, you can enter the drive, path, and certificate name in the
File name box.

7. Click Next.

The Certificate Import Wizard displays the Password screen.
8. Enter the password created during exporting.
9. Select both of the following options:

Enable strong private key protection
Mark the private key as exportable

10. Click Next.
The Certificate Import Wizard displays the Certificate Store screen.

11. Select Automatically select the certificate store based on the type of
certificate, and click Next.

The Certificate Import Wizard displays the Completing the Certificate Import
Wizard screen and the specified settings.

12. Click Finish.

Internet Explorer displays an Importing dialog box:

Importing a new private exchange key! 5[

An application iz creating a Protected item.

8 (Seu:urit_l,l level zet to Medium) Set Security Level... |

k. I Cancel | Dretails... |
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Note: If the security level displayed in the Importing dialog box is not set to
High, you may want to protect the certificate with a password. If so,
follow the procedures listed in “Creating a Certificate Password in
Internet Explorer” on page 1-26.

13. Click OK.
Internet Explorer displays a successfully imported message.

14. Click OK.
Internet Explorer displays the imported certificate in the list of certificates on the
Personal tab of the Certificates dialog box.

Creating a Certificate Password in Internet Explorer

To create a certificate password in Internet Explorer, do the following:

CAUTION: If the certificate password is forgotten, the certificate cannot be
used. The password is stored on the local machine as a hash and
cannot be accessed. If the password is forgotten, the certificate
holder must register for a new certificate. CDC recommends that
this password be recorded and stored in a locked location.

1. If the security level displayed in the Importing dialog box is not set to High, click
the Set Security Level button:

Importing a new private exchange key! ﬂ

An application iz creating a Protected item.

: (Seu:urit_l,l level zet to Medium Set Security Level... D

(] I Cancel Dietails...
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Internet Explorer displays the Choose a security level appropriate for this item

screen:

Importing a new private exchange key!

Choose a security level appropriate for this item.

" High
Request my permizzion with a paszword when this
item iz to be uzed.

% Medium
Request my permizzion when thiz item iz to be used.

) Low
Autormatically grant permiszion to use this item
without notification.

B

4 Back

Cancel |

Select High and click Next.

Internet Explorer displays the Create a password to protect this item screen:

Importing a new private exchange keyl

Create a pazsword ko protect this item.

Create a new paszword for thiz ikem.

X

Paszword for: |
[exarnple: Tom]
FPazsward: |
Confirm: I
¢ Back | Finizh Cancel

Enter a name for the certificate in the Password for field.

For example, enter SDN Certificate.

Enter the password you want to create for the item in the Password and Confirm

fields.
Click Finish.
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Internet Explorer returns to the Importing dialog box and displays the name of
the certificate along with the new security level:

Importing a new private exchange keyl 5'

An application iz creating a Protected item.

SOM Certificate

Securnty level zet to High | Set Security Level... I

ak I Cancel | Detailz... |

6. Click OK.

Importing in Netscape

Importing in Netscape applies to both downloaded and exported certificates. If you
are importing a certificate stored on an external device, such as a flash drive or disk,
insert the external storage device into the appropriate drive or port before
proceeding.

To import a digital certificate into Netscape, do the following:
1. Open Netscape, click the Edit menu, and select Preferences.

2. In the Preferences dialog box, expand the Privacy & Security category, and
click Certificates.

3. Click the Manage Certificates button.
Netscape displays the Certificate Manager dialog box.
4. Click the Your Certificates tab, if not already displayed.
5. Click Import.
Netscape displays the File Name to Restore dialog box.
6. Navigate to the location of the digital certificate and double-click the file name.

Note: You can also enter the drive, path, and certificate name in the File name
box and click Open.

Netscape displays either a password prompt or the Change Master Password
dialog box.
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7.

10.

Do one of the following:

If a master password has been established for this browser, enter the master
password and click OK:

' Flease enter the master password For the Software Security Device,

[ ]y ] [ Cancel

If a master password is not in use and you want to protect the certificate with
an additional password, create a master password by following the procedures
found in “Creating a Master Password in Netscape” on page 1-30.

If a master password is not in use and you do not want to establish a password
for the browser, click Cancel and then confirm your decision in the message
Netscape displays.

Netscape displays a Password Entry dialog box for the digital certificate:

Password Entry Dialog x|

Please enter the password that was used to encrypt this
certificate backup,

Password: || |

[ (] 4 ][ Zancel ] [ Help ]

Do one of the following:

If you are importing a downloaded certificate, enter the password downloaded
with the certificate.

If you are importing an exported certificate, enter the password created during
the exporting process.

Click OK to complete the import process.

Netscape displays a successfully restored message:

atert x|

[‘ Successfully restored your security certificatels) and private key(s),
C

Click OK.

Netscape displays the imported certificate on the Your Certificates tab of the
Certificate Manager dialog box.
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Verifying Certificates Stored in Netscape

To verify the certificates you have successfully imported in Netscape, do the following:

1.
2.

Open Netscape, click the Edit menu, and select Preferences.

In the Preferences dialog box, expand the Privacy & Security category, and
click Certificates:

P

Cateqgor .
9y Certificates
[* Appearance =
= Mavigatar - Client Certificate Seleckion
~Hiskory

Decide how Metscape selecks a security certificate ko present to weh sites
~Languages that require one:

~Helper Applicat... () Select Automatically () Ask Every Time

- amark Browsing
- Internet Search

— Manage Certificates

- Tabbed Browsing
IJse the Certificate Manager ko manage your personal certificates, as well as

those of other people and certificate authorities,

- Downloads

[» Composer

< Privacy & Security Manage Certificates. ..

- Conkies

-Images — Manage Security Devices

- Popup Windows IJse this butkon ko manage your security dewvices, such as smark cards.

~Farms Manage Security Devices...

- Passwords

~Masker Passwao,,,

- Certificates

.y alidation
[» Advanced -

[ QI ][ Cancel ] [ Help

Click the Manage Certificates button.

Netscape displays the Certificate Manager dialog box.
Click the Your Certificates tab, if not already displayed.
Select the SDN certificate in the list, and select View.

If the SDN certificate is not displayed, the certificate failed to import. If repeated
attempts to import the certificate fail, you must register for a new certificate.

Creating a Master Password in Netscape

To create a master password in Netscape, do the following:

1.
2.

Open Netscape, click the Edit menu, and select Preferences.

In the Preferences dialog box, expand the Privacy & Security category, and
click Master Password.
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3. Click Change Password and enter a password in the New password and New
password (again) fields:

Change Master Password x|

Security Device: [ Software Security Device |"]

Current password: | |

Mew password; |****** |

Mew password {again): |*****»~1 |

— Password quality meker

]
[ Ok, ][ Zancel ] [ Help
4. Click OK.

Netscape displays a confirmation message:

atert x|

[‘ Master Password successfully changed.
C

5. Click OK.

Note: Store this password in a secure location. If the Master Password is
forgotten, it must be reset. All stored certificates are lost when the
master password is reset.

Configuring a Browser for Automatic
Certificate Selection

Internet Explorer and Netscape can be configured to bypass the certificate selection
window and automatically select a certificate when only one exists in the certificate
store. Completing this procedure eliminates one of the windows requiring a response
when accessing the SDN. Depending upon the browser, follow the procedures in
“Configuring Internet Explorer” on page 1-31 or “Configuring Netscape” on

page 1-32.

Configuring Internet Explorer

To configure Internet Explorer to skip the certificate selection prompt if only one
certificate is installed, open Internet Explorer and do the following:

1. Click the Tools menu and select Internet Options.
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Internet Explorer displays the Internet Options dialog box.
2. Click the Security tab, and then click the Custom Level button.
Internet Explorer displays the Security Settings dialog box.

3. Scroll to the Don’t prompt for client certificate selection when no
certificate or only one certificate exists setting and select Enable:

Security Settings ilil

Settings:

@ Don't prompt For client certificate selection when no u:erlil

O Disable
»@ Enable

@ Drag and drop or copy and paste Files
) Disable
{*) Enable
) Prompt

@ Installation of desktop itemns J
) Disable
{) Enable
{*} Prompt

@ Launching programs and files in an IFRAME

) Disable

L T e N Py bl
4 | 3
—Reset custom setkings

Reset to: |Medium-low =] Reset |
(8]4 I Zancel |

4. Click OK to close the Security Settings dialog box.
Internet Explorer displays a warning message.

5. Click Yes to close the message.

6. Click OK to close the Internet Options dialog box.

Configuring Netscape

To configure Netscape to skip the certificate selection prompt if only one certificate is
installed, open Netscape and do the following:

1. Click the Edit menu, and select Preferences.

2. In the Preferences dialog box, expand the Privacy & Security category, and
click Certificates.
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3. In the Client Certificate Selection area of the Certificates panel, select the

Select Automatically option:

x|

Categor q
9 Certificates
- Hiskary A
~Languages — Clienk Certificate Seleckion

~Helper Applicat, .. ]

~3amart Browsing khak require one:

- Tabbed Browsing

Decide how Metscape selects a security certificate to present to web sites

mw#@ Select Automatically () Ask Every Time

IUse the Certificate Manager ko manage wour personal certificates, as well as

~Downloads ~ Manage Certificates

[» Composer

= Privacy & Security those of other people and certificate autharities,
- Cookies
Images Manage Certificates. ..

~Popup Windows  [=

- Forms — Manage Security Devices

~Master Passwa, .,

Manage Security Devices. .

-~ Passwords IJse this button to manage wour security devices, such as smark cards,

- Certificates

- Validation
[» Advanced
Cffline & Disk Space

1]

[

O ] [ Zancel ] [ Help

4. Click OK to save the Certificates settings.

Accessing the SDN

Accessing SDMB Activities

When you encrypt a file using either the SEAL software or a commercially available
product, the encryption should be completed before accessing the SDN and uploading
the file. For details concerning the installation and use of the SEAL encryption

software, see the SEAL Encryption Software v2.0 guide.

To access the SDN and SDMB activities, do the following:

1. Enter https://sdn.cdc.gov into the Address box of the appropriate browser and

press Enter.

The browser may display a list of available certificates. If only one certificate is
installed on the browser, this list can be bypassed. Refer to “Configuring a
Browser for Automatic Certificate Selection” on page 1-31 for details.

2. If the browser displays a list of available certificates, select the SDN certificate

from the list and click OK.
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The browser may display a password dialog box if a certificate or master
password was established.

3. If the browser displays a certificate or master password dialog box, enter the
appropriate password and click OK.

The browser displays the Login page:

WWARMING

This iz a .5, Government computer systemn, which may be accessed and used only for official government business by
authorized personnel. Unauthorized access or use may subject violators to criminal, civil, and/or administrative action.
There iz no right to privacy an this systern. All inforrnation on thiz computer systern may be monitored, intercepted,
recorded, read, copied, and shared by authorized personnel for official purposes incduding criminal investigations, Access or
use of this systern, whether authorized or unauthorized, constitutes consent to these terms. (Title 12, 1.5.C.)

Please enter your challenge phrase:

Submit

Forgot your challenge phrase? Click here

4. Enter the SDN challenge phrase and click Submit.

Note: If you forget the challenge phrase, follow the procedure listed in
“Forgotten Challenge Phrase” on page 1-46.

The browser displays the CDC Public Health Partners home page:

_ Public Health Partners

You are logged in as Joe User Partners Home | hy Preferences | Help | Logout |
My Applications Morbidity and Mortality Weekly Report
SDMB This Week in MMWR ay 13, 2005 / %ol. 54 / No. 18
> Upload HARS/eHARS » Positive Test Results for Acute Hepatitis A %irus Infection Among Persons With No Recent History of
> Upload Incidence Acute Hepatitis - United States, 2002--2004
> Download HARS > Assessment of Epidemiologic Capacity in State and Territorial Health Departments --- United States
2004
» Request Additional Activities > Brief Report: Terrarism and Emergency Preparedness in State and Territorial Public Health Departrments

- United States 2004

HHS Employee Directory

Last name: —
First name: Recommendations and Reports April 15, 2005 / Yal. 64 / Mo, RR-6

Agency: I vI > Mational Plan far Reliable Tuberculasis Laboratory Services Using a Systems Approach:
Recommendations from COC and the Association of Public Health Laboratories Task Farce on

Organization Tuberculosis Laboratory Services

Code:

Job title: MORES
City: Surveillance Summaries January 28, 2005 / Vol 54 / No. 55--1

Phone: » Cryptosporidiogis Surveillance - United States 1959--2002

E-mail: MORE %)

Search Emerging Infectious Diseases Journal
: Current issue “olurme 11, Number 5—hiay 2005
Electrenic Reference Includes a special section on dengue. Other atticles address topics including avian influenza, salmaonellosis,

and tuberculosis
Select a database and search term
o locate jonrns) Ahoad of nrint

5. Click the appropriate activity, such as Upload HARS/eHARS.

Note: For a graphical overview of the steps used to access the SDN, see
“Overview of the Steps Required to Access the SDN” on page 1-49.

1-34 June 02, 2005




Using the Secure Data Network to Access SDMB Program Activities

Uploading Files to CDC via the SDN

CAUTION:

If sensitive data is uploaded to the SDN using the procedures
contained in this section, the transfer file must be encrypted using
either SEAL software or a CDC-approved, commercially available
software that encrypts data with at least 128-bit cipher strength.

After accessing the CDC Public Health Partners home page, as described in “Accessing
SDMB Activities” on page 1-33, do the following to upload a file:

1. Click the appropriate upload activity.

Notes:

If you have been idle for a significant period after connecting to the
SDN, the browser may display an SDN Session Timeout dialog box. If
so, enter the challenge phrase and click Submit. Close the SDN
Session Timeout dialog box, and then click the upload activity again.

If pop-up blocker software is enabled, the SDN Session Timeout
dialog box may be blocked. If so, access the pop-up blocker’s Help
feature and follow the directions for allowing pop-up windows from
certain sites, in this case from CDC.GOQV sites.

If you have been idle for a significant period after accessing another
SDMB or SDN activity, the browser may display the SDN Login page
when you attempt to access the home page. If so, enter the challenge
phrase and click Submit.
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The browser displays the Secure File Upload form:

Secure Data Network

*Reguired Fields

1. #Files to upload: Help

| Browse... |

2. *Nelect Sending Nite: | j Help

3. *Enter reporting date for files: Quarterl j ‘fearl

4. Comments: Help

Subrit | Clear | gt SDN Home |

Do one of the following:

Click Browse beside the Files to upload box, locate and select the file using
the Look in list and box in the Choose file dialog box, and then click Open.

Enter the path to the file in the Files to upload box.
Select your site from the Select Sending Site list.
Select the reporting period from the Quarter (or Month) and Year lists.

Only files that reflect the selected date should be uploaded. For example, if
December, 2004 is selected, the transfer file should include data from that
month only.

Note: If Upload HARS/eHARS is the selected activity, the browser displays a
slightly different Secure File Upload form. After selecting your site from
the Select Sending Site list, select at least one check box in the Select
file types uploaded area to indicate the type of file you are uploading.
After selecting Duplicate Check, HARS, eHARS, or a combination of
the three check boxes, select the reporting period from the Month and
Year lists.

Enter any notes regarding the file in the Comments box.
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Note: These comments are included in the e-mail notification sent to the DHAP
Help Desk.

6. Click Submit.

When the upload is complete, the browser displays a summary table with details
regarding each file uploaded, including a transaction number:

CDC Home |Search |Health Topics A-Z

Secure Data Network

File Upload Complete

Item Value

Transaction number: | 1030357002005428102037796

TTser's filename: | Transfer.zc

Size mn bytes: | 23228

Comment: | RV - Test Upload

HOME

This transaction number is identical to the number that will be sent to you at the
e-mail address you entered in the personal information section of the digital
certificate registration form. A separate e-mail is sent for each file uploaded. If
the e-mail address needs to be changed, refer to "Updating Personal
Information” on page 1-44. You may wish to save or print the page that contains
the transaction number in case there is a delay in receiving the e-mail
notification.

7. Close the browser window after reviewing the summary table.

Once the transfer is received by the SDN and is redirected and delivered to the
secure location on the LAN, an e-mail message is sent to the DHAP Help Desk
from the SDN notifying the help desk that a file has been delivered. The transfer
file is then decrypted and delivered to the appropriate project area.

Note: Any questions regarding program activities, such as uploading data files,
should be directed to the DHAP Help Desk at 1-877-659-7725 or
dhaphars@cdc.gov.
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Downloading Files from CDC via the SDN

Note: All SDMB programs include an upload activity, but some programs do not have
a download activity available.

When CDC has files available for download, an e-mail is sent from CDC to the
individual associated with that particular SDMB project area. The message indicates
that a file or files are available for download via the SDN. The message also indicates
the type of files available so the recipient will know which activity to select in order to
download the files.

After accessing the CDC Public Health Partners home page, as described in “Accessing
SDMB Activities” on page 1-33, do the following to download a file:

1. Click the appropriate download activity.

Notes:

* If you have been idle for a significant period after connecting to the
SDN, the browser may display an SDN Session Timeout dialog box. If
so, enter the challenge phrase and click Submit. Close the SDN
Session Timeout dialog box, and then click the download activity
again.

» If pop-up blocker software is enabled, the SDN Session Timeout
dialog box may be blocked. If so, access the pop-up blocker’s Help
feature and follow the directions for allowing pop-up windows from
certain sites, in this case from CDC.GOQV sites.

* If you have been idle for a significant period after accessing another
SDMB or SDN activity, the browser may display the SDN Login page
when you attempt to access the home page. If so, enter the challenge
phrase and click Submit.

The browser displays the following message:

Retrieving list of file(s) from Server.

This process can take 1-3 minutes,

PLEASE WAIT...
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After the SDN retrieves the list of files available for download, the browser
displays the Secure File Download form:

Secure File Download

Description

|A ekl

|A £k

|Up date bat

Download File | SDMHome

2. Select the check box beside each file you want to download.
3. Click Download File.

The browser displays an AppletFile Download dialog box that lists the files
selected:

i

@ Doyouwant to download the requested files from server sdn.cde.gov
\') to a directory on your hard disk?

150N downinadsE OMBIHARSACK] 2P

é‘fes| * No |

4. Do one of the following:

If the AppletFile Download dialog box lists all of files you want to download,
click Yes.

To change the selections listed in the AppletFile Download dialog box, click
No, select the appropriate check boxes from the Secure File Download form,
and then click Download File.

The browser displays a Save As dialog box for the first file selected.

5. Navigate to the location where you want to save the file and click OK.
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If multiple files were selected for download, the browser displays a Save As
dialog box for the next file selected. Repeat Step 5 for each Save As dialog box
and selected file.

CAUTION: When downloading files from the SDN, a previously downloaded file
with the same name will be overwritten without warning. If an
identically named file is located in the directory selected in the Save
As dialog box, it is replaced with the newly downloaded file. To
preserve previously downloaded files in the same folder, rename those
files you wish to keep.

After all files have been successfully downloaded, the browser displays a
“Selected file(s) successfully downloaded” message and a list of the files.

Note: Any file successfully downloaded remains available for downloading from
the SDN until midnight of that same day. After midnight, the file is
automatically removed from the list of files available for downloading.

Additional SDN Functions

Requesting Additional Programs and Activities

If you already have an SDN-issued digital certificate for another program, do not
register for another certificate; one certificate can be used for multiple programs. If
you complete another certificate registration when a certificate has already been
issued to you, the PDCA may not issue a new certificate; instead, you may be directed
to the procedures described in this section.

To request additional programs and activities, log in to the SDN as described in
“Accessing the SDN” on page 1-33, and do the following:

1. From the CDC Public Health Partners home page, click the Request Additional
Activities hyperlink displayed under the list of activities:

C_ Public Health Partners

You are logged in as Joe User Partners Home | iy Preferences | Help | Logout |
My Applications Morbidity and Mortality Weekly Report

DB This Week in MMWR ay 13, 2005 / aol. 54 / Mo 18
» Upload HARS/HARS » Positive Test Results for Acute Hepatitis A irus Infection Among Persons With Mo Recent History of
» Upload Incidence Acute Hepatitis - United States, 2002--2004
> Download HARS > Assessment of Epidemiologic Capacity in State and Territorial Health Departrents - United States

9 2004

» Request Additional Actiities > Brief Report: Terrorism and Emergency Preparedness in State and Territorial Public Health Departments

HHS Employee Directory = United States, 2004

Last name: E&=nts

Litstiname: Recommendations and Reports April 15, 2005 / Val. 54 / No. RR-B

Agency: I vI > Mational Plan far Reliable Tuberculosis Laboratory Serices Using a Systers Approach:
Recommendations fram COC and the Association of Public Health Laboratories Task Force on

Organization Tuberculosis Laboratory Services
Code:

Joh title: MOREZ)
City: Surveillance Summaries January 25, 2005 /Yol 54 / No. 551
Phone: » Cryptosporidiosis Surveillance --- United States 1999-2002
E-mail: MORE )
Search Emerging Infectious Diseases Journal
: Current issue “olurme 11, Mumber S—hay 2005
Electronic Reference Includes a special section on dengue. Other articles address topics including avian influenza, salmonellosis,

and tuberculosis.

Select a database and search term
fo loeste innrnsl Aboad of nrint
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The browser displays the Request Additional Activities page and the Pick a
Program list:

Request Additional Activities

Pick a Program

Adolescent Impact -
ARTAS

ATZDR

BioZense

Brothers v Hermanos

COC Communications Project

CDOC 545 Licensing Activities

Clinical Immunization Safety Assessment Networlk

Zlinician Haotline

Communityv-Based Organization Systermn

Demao

OHAR/EFI Branch Communications

ouIT

Electronic Disease Matification (EDM)

Epidemic Infarmation Exchange (Epi-+ hd

List Activities

2. Select the appropriate program from the list, and then click List Activities.

The browser displays lists for selecting additional activities:

Select Activities for; SDMB

Approved Activities Requested Activities

Upload HARS/eHARS Mone
Download HARS
Upload Incidence

Available Activities Selected Activities

Download AHP il Add
Download EPS E—

Download Incidence
Dawnload MMP >| _Remove

Request Activities

3. Select the desired activity from the Available Activities list and click Add.

Note: Repeat step 3 to add additional activities from the selected program.

4. Click Request Activities.

The browser displays a confirmation message.
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5. Click OK.

The request is sent to the appropriate PDCA for approval, and the browser
displays a confirmation message:

Microsoft Internet Explorer b

& dcoess to the selected activities has been requested,

You may request more activities or return to the SOM Home page.

Ik

6. Click OK.

Updating the Challenge Phrase

This function is available after you successfully log in to the SDN. It is used to change
your challenge phrase for security purposes. This function differs from that described
in “Forgotten Challenge Phrase” on page 1-46 in that updating the challenge phrase
with this function will not deactivate your approved activities.

To change the challenge phrase, log in to the SDN as described in “Accessing the SDN”
on page 1-33 and do the following:

1. From the CDC Public Health Partners home page, click My Preferences:

CDC_ Public Health Partners seachcocge A =

You are logged in as Joe User Partners Home | My Preferences | Help | Logout |

My Applications Morbidity and Mortality Weekly Report

This Week in MMWR =y 13, 2005 /%ol 54 / Mo, 18

DB
> Upload HARS/eHARS » Positive Test Results for Acute Hepatitis A Yirus Infection Among Persons With Mo Recent History of

> Upload Incidence Acute Hepatitis - United States, 2002-2004
> Download HARS s Assessment of Epideminlogic Capacity in State and Territorial Health Departrents — United States
2004

» Request Additional Actiities > Brief Report: Terrorism and Emergency Preparedness in State and Territorial Public Health Departments

- United States, 2004

HHS Employee Directory

Last name: E&=nts
Lisiname: Recommendations and Reports April 15, 2005 / Val. 54 / No. RR-B
Agency: I vI > Mational Plan far Reliable Tuberculosis Laboratory Serices Using a Systers Approach:

Recommendations from GOC and the Association of Public Health Laboratories Task Force on

Organization Tuberculosis Laboratory Services
Code:

Joh title: MOREZ)
City: Surveillance Summaries January 25, 2005 /Yol 54 / No. 551
Phone: » Cryptosporidiosis Surveillance --- United States 1999-2002
E-mail: MORE )
Search Emerging Infectious Diseases Journal
: Current issue “olurme 11, Mumber S—hay 2005
Electronic Reference Includes a special section on dengue. Other articles address topics including avian influenza, salmonellosis,

and tuberculosis.
Select a database and search term
o lorate ionrns) Aboad of nrint:

The browser displays the My Preferences page.
2. Click Update Challenge Phrase.
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The browser displays the Update Challenge Phrase page:

Update Challenge Phrase

Please Mote that if you change your challenge phrase:
* This change affects only the digital certificate you are now using.
* This change does not affect:
" Challenge phrases for other certificates you own,
" The password your browser associates with certificates.

For sec:urlt'yr reasons, a challenge phrase must:
Be at least eight characters long.
* Contain only English letters, numbers, or any of these characters:

hyphen - plus + colon : apostrophe ' period .

Contain at least one nonalphabetic character,
Mot contain your name or any part of your email address.
Mot contain more than two consecutive repeating characters,
Contain at least four unique characters,
Mot be a word, unless the word is either
" Broken up by one or more nonalphabetic characters
" Prefived or suffixed by a total of three or more nonalphabetic characters

Challenge phrases are case-sensitive, so be sure to remember whether any letters are
capitalized. While not required, a challenge phrase containing mixed case letters is more

SeCUre. We invite you to consider using one,

B

More Information and Examples.

0Old Challenge Phrase: | |

Mew Challenge Phrase: | |

Confirmation: | |

Update |

Enter the current challenge phrase in the Old Challenge Phrase field.

Note: Follow all of the challenge phrase creation rules described in “Creating a

Challenge Phrase” on page 1-8.

Enter the new challenge phrase in the New Challenge Phrase and
Confirmation fields.

Click Update.

If the new challenge phrase is accepted, the browser displays a message to that

effect:

Success

Challenge phrase successfully updated

Contack 50N Support Feturn To Acdivity List Page

The new challenge phrase will be effective the next time you log in to the SDN.
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6.

Note: It is strongly recommended that you record the new challenge phrase
and store it in a locked, safe place.

Click Return To Activity List Page to return to the CDC Public Health Partners
home page.

Updating Personal Information

Should you need to change the personal information submitted when registering for
the digital certificate, follow the procedures described in this section. Keep the
personal information associated with a digital certificate up to date. The e-mail
address is especially crucial because CDC sends the notice for the annual renewal of
the certificate to the listed e-mail address. In addition, an accurate phone number is
helpful to CDC and SDN staff should they need to contact the certificate owner.

To update personal information, log in to the SDN as described in “"Accessing the SDN”
on page 1-33 and do the following:

1. From the CDC Public Health Partners home page, click My Preferences:
Public Health Partners
You are logged in as Joe User Partners Home | iy Preferences | Help | Logout |
My Applications Morbidity and Mortality Weekly Report
SDMB This Week in MMWR ay 13, 2005 / aol. 54 / Mo 18
> Upload HARS/eHARS » Positive Test Results for Acute Hepatitis A Yirus Infection Among Persons With Mo Recent History of
> Upload Incidence Acute Hepatitis - United States, 2002--2004
> Download HARS > Assessment of Epidemiologic Capacity in State and Territorial Health Departrents - United States
2004
» Request Additional Actiities > Brief Report: Terrorism and Emergency Preparedness in State and Territorial Public Health Departments
HHS Employee Directory =Uniiedistates N4
Last name: LRk
First name: Recommendations and Reports April 15, 2005 / Yol. 54 f No. RR-E
Agency: I ,I > Mational Plan for Reliable Tuberculosis Laboratory Services Using a Systerns Approach:
5 g Recommendations from GOC and the Association of Public Health Laboratories Task Force on
Organization Tuberculosis Laboratory Services
Code:
Job title: —
City: Surveillance Summaries January 28, 2005 / Vol 54 / No. 551
Phone: » Cryptosporidiosis Surveillance --- United States 1999--2002
E-mail: MORE )
Search Emerging Infectious Diseases Journal
: Current issue “olurme 11, Mumber S—hay 2005
Electrenic Reference Includes a special section on dengue. Other articles address topics including avian influenza, salmaonellosis,
and tuberculosis.
Select a database and search term
o lorate ionrns) Aboad of nrint:
The browser displays the My Preferences page.
2. Click Update Personal Information.
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The browser displays the Update Personal Information page:

Update Personal Information
Items with (*) are required.
Prefix [ | Preferred Name | |
* First Name [log | Middle Name | |
* Last Name [User | Degree |:|
* Email Address iuss@cdc.gov | (wherg[;gpll-:é;:élé? | |
* Employer [CDC | program. ot [bHap |
* Employer Type |Other Ll
* Job Type |Cther x|
* Phone (4045551122 | Fax [4045551112 |
¥ "
(150 charsciors [ECBCEeUevard 2l iradtor 08y 0201912 2]
maximum) .-'E«tllar'ltaJ GA, 30?29L|;| U.S. County
: |DE KaLB =l
* City |&tlanta | + Zip Code
* Country |United States ~|
* Alternate Contact:
* Name [1ane Supervisor * Phone 4045551133

{Update} [_ Reset ]

3. Update entries in any of the fields to reflect current information.
4. When finished, click Update.
Note: To restore the original information instead of updating, click Reset.

If your personal information is successfully updated, the browser displays a
message to that effect:

Success

Personal information successfully updated

Contact SDM Support Feturn To Activity List Page

5. Click Return To Activity List Page at the bottom right of the message.
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Forgotten Passwords

Forgotten Certificate Password or Master Password

If you forget a certificate or master password, it cannot be recovered. These
passwords are stored on the same local machine as the digital certificate. No one at
CDC or locally can access the password. For this reason, you should record and store
the password in a secure location as soon as it is created.

If a certificate or master password is forgotten, the PDCA must revoke the current
certificate, and you must register for a new certificate. Contact the DHAP Help Desk at
1-877-659-7725 or at dhaphars@cdc.gov to inform them of the situation and ask
them to revoke the current certificate.

Forgotten Challenge Phrase

If you forget the challenge phrase, you must establish a new one before access to the
SDN system can be granted. The process of requesting a new challenge phrase begins
at the SDN Login page:

WARNING

Thiz iz a U.5. Government computer systemn, which may be accessed and used only for official government business by
authorized personnel. Unauthorized access or use may subject violators to crirninal, civil, andfor adrministrative action,
There iz no right to privacy on this systern. All informmation on this computer systern may be monitored, intercepted,
recorded, read, copied, and shared by authorized personnel for official purposes incduding criminal investigations, Access or
use of this systermn, whether autharized or unauthorized, constitutes conszent to these terms, (Title 18, L5, C.)

Please enter your challenge phrase:

_Submit

Forgot vour challenge phraSEt Click here '

Y

1. Click the hyperlink ("Click here”) to open the Forgotten Challenge Phrase page.

To submit a new challenge phrase, do the following:

Note: If you choose to complete the form on the Forgotten Challenge Phrase
page and submit it to CDC, your access to the SDN system is suspended
until the new challenge phrase is approved by the PDCA.

1-46 June 02, 2005



mailto:dhaphars@cdc.gov

Using the Secure Data Network to Access SDMB Program Activities

At the bottom of the page, the Forgotten Challenge Phrase form displays two
fields for entering and confirming a new challenge phrase:

Create New Challenge Phrase:

If you change your challenge phrase:
* This change affects only the digital certificate you are now using,
* This change does not affect;
? Challenge phrases for other certificates you awn,
? The password your browser associates with certificates,

For securlt',r reasons, a challenge phrase must:
Be at least E|ght characters long.
* Contain only Enalish letters, numbers, or any of these characters:

hyphen - plus + colon : apostrophe ' period .

Contain at least one nonalphabetic characker,
Mot contain your name or any part of your email address.
Mot contain more than two consecutive repeating charackters,
Contain at least four unique characters,
Mot bhe a word, unless the word is either
? Broken up by one or more nonalphabetic charackers
? Prefized or suffixed by a total of three or more nonalphabetic characters

L

Challenge phrases are case-sensitive, so be sure to remember whether any letters are
capitalized. While not required, a challenge phrase containing mixed-case letters is mare
secure, We invite you to consider using one,

More Information and Examples.

Mews Challenge Phrase: | |

Confirmation: | |

[submit ] [ Back |

2. Enter the new challenge phrase into the fields provided and click Submit.

Note: Follow all of the challenge phrase creation rules described in “Creating a
Challenge Phrase” on page 1-8.

After the password change is submitted, the browser displays a message from
the SDN system indicating that the challenge phrase was successfully updated;
however, all activities are suspended until the PDCA approves your request.

Contact the PDCA by phone in order to assure the PDCA that you, the legitimate
certificate holder, requested the change and not someone else. This could
happen if the certificate holder did not protect the certificate with a password. It
is the certificate holder’s responsibility to verify that the new challenge phrase
has been approved. The SDN does not send an e-mail notification when the
changed challenge phrase is approved by the PDCA.
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Figure 1

Overview of the Digital Certificate Registration Process
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User selects certificate. ~ Certificate is sent to SDN server———» %J
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user enters password [ —
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Figure 2
Overview of the Steps Required to Access the SDN
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